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The SOCIAL Project – “Sovereign Citizen Alliance”  

The SOCIAL project was carried out in the period from 01.05.2022 to 31.12.2023 as 
part of the Erasmus+ Small Scale Partnerships. SOCIAL was an international project 
with three project partners from Germany (BF/M and IT Security Cluster) and Lithuania 
(MRU). 

The SOCIAL projects strived to facilitate European citizens in responsibly participating 
in digital environments. The project sets out the steps of awareness rising for security 
threats, the facilitation to secure compliance of individual rights in the digital space and, 
finally, the realization of true sovereignty - the execution of ownership, responsibility 
and independence in the digital world. 

The project was implemented through two Activities. “Activity 1 – Roundtables: 
Information Security in Education” focused on the fact that education and training are 
the most important angles to unlock competences necessary for digital sovereignty. 
Therefore, information exchange and knowledge transfer lay at the heart of this project. 
The first activity establishes common grounds on the status quo of information security 
awareness among citizens from the member countries. Two roundtables focussed on 
the information exchange and discussions of security awareness in low-threshold 
environments were organised with experts in information security and education. 

Meanwhile “Activity 2 Internationalization: Information Security Management Systems 
in SMEs and SMOs” entails the transfer of existing tools, which support especially 
SMEs and SMOs to develop 
information security 
competences. Results were 
presented on a workshop in 
Vilnius (Lithuania) to SME and 
SMO with the topics: “CISIS12 
and Information Security in 
SMEs” and “From theory to 
practice: Application of 
Information Security”.  
The project provided important 
insights necessary for the development of a larger application. By broadening the 
perspective of information security education and training to the realm of citizenship, 
the project aims to transfer findings from the education of personnel within SMEs into 
a wider reality. To the end of establishing new focal points, the exchange and transfer 
of knowledge and existing tools were conducted and evaluated. 

The concrete results were recommendations for information security awareness and 
corresponding low threshold information were developed (see following chapter) and 
the information security management system (ISMS) CISIS12 of the IT Security 
Cluster from Germany was presented (see last chapter of this document). As a result 

Figure 1: Impression from Workshop in Lithuania on 15.03.2023 
“CISIS12 and Information Security in SMEs”. 
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of the workshop in Lithuania, the CISIS12 derivative (CISA50plus) was developed and 
published within the frame of SOCIAL. 

A significant part of the work in SOCIAL has been driven by the conviction that a 
comprehensive Information Security Management System (ISMS) is the functionally 
most effective approach to improving information security in small and medium-sized 
enterprises (SMEs). However, this thesis must be measured against the means 
available to organizations. In the context of the SOCIAL project, this thesis was 
falsified. 

As planned in the project outline, the workshop in Lithuania aimed to gather initial 
experiences with the CISIS12 ISMS. However, the workshop revealed that the bar for 
implementation was set too high. To bridge the gap between the necessity 
(implementation of an ISMS) and the actual feasibility for SMEs, a lower-threshold tool 
was proposed and abstracted. This tool allows SMEs to gain initial experience in 
information security management. This tool is named CISA50plus. 

The technical term for such an instrument is ‘Assessment’. An assessment is 
characterized by bringing together a set of components but not requiring the cyclic 
practice of certification, audits, surveillance audits, and recertification mechanisms. 
The assessment serves as a tool for determining the status quo of an organization. 
However, with CISA50plus, a recurring question-and-answer process can also be 
initiated and practiced. The assessment consists of 50 questions covering the areas of 
organization, technology, and legal issues. These questions address the essential 
information security aspects of small to medium-sized organizations. The answers to 
the questions can be documented. By repeating the survey cyclically, progress can be 
assessed based on the scoring. The quality level regarding information security 
maturity can be inferred from the maturity levels associated with each question relative 
to the answer.  

This mechanism also serves as a means of continuous improvement and the 
assessment can be continually adapted to new circumstances and different 
environments. However, it is generic in many approaches, allowing for fairly open 
areas of application. More specific approaches can be created, for example, by 
domain-specific extension of the question catalog. Theoretically, the CISA50plus 
system could also be verified for conformity by an independent auditing authority and 
equipped with a quality certificate. Experiences with the predecessor model, ISA+ 
Information Security Analysis by the IT-Sicherheitscluster e. V., provide insights in this 
regard. 

CISA50plus is published in a second SOCIAL output document. 
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Information Security  
– Awareness and Low Threshold Information 

Next to technological aspects the most effective way to improve information security in 
an organisation is to focus on human resources. Employees are often the main 
gateway for information security incidents. But expert knowledge in information 
security is faced with the dilemma of an information bubble. It is difficult to reach 
employees outside of this bubble with low threshold offers.  

Based on expert input from the organised Roundtables the SOCIAL project can 
recommend: 

 to improve Information Security Awareness and  
 to establish low threshold offers about Information Security. 

For successful implementation in practice, it is important to be aware of the following: 

 employees are individual and are afraid to ask questions or report problems 
because of the feeling of shame 

 technological developments are progressing very quickly, the main topics 
change completely every 2-3 years 

To overcome these barriers following assistance can be provided: 

 offer low-threshold access to information and communication, 
 activities should be continuous and updated regularly, 
 activities should improve risk awareness and instinct for risk-conscious 

behaviour, 
 use hybrid approaches consisting of awareness measures, learning 

environments, playful approaches such as gamification, face-to-face meetings 
and personal exchange, 

 related staff for the activities should be authentic and committed to build trust 
and patience, 

 in an organization, the understanding of information security must always be 
communicated and exemplified by the top management level, 

 activities should include the hole staff, 
 use storytelling with real incident problems, make personal mistakes visible to 

overcome shame of employees to open for questions and problems, 
 awareness should not be limited on working, private life is also relevant. 
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Introduction to CISIS12 ISMS 

To gain digital sovereignty, it seemed to be necessary to practice information security, 
which includes IT security, in a managed way. Using a circular practiced system with 
clear steps is a considered solution to increase all the goals descripted above. An ISMS 
is a structured, recurring, certifiable and thus legally based procedure in which 
awareness is conveyed and an entire organization (and not just IT) is integrated into a 
steering procedure/process through recurring actions and far-reaching documentation. 
This must be planned carefully. Through the practices taught/developed in this 
process, an organization achieves sovereignty over all its information-relevant areas. 
Therefore, it fits directly into the project objectives of SOCIAL.   

On the workshop in Lithuania the SOCIAL project team introduced in the first lecture 
“CISIS12 and Information Security in SMEs” the Information Security Management 
System (ISMS) “CISIS12 - Compliance Information Security Management In 12 Steps“ 
developed by the German project partner IT-Sicherheitscluster e.V. with insights in:  

1. Some thoughts about Cybersecurity, Information Security, IT-Security 

2. CISIS12: An overview of the structure, design and steps of implementation 

The following slides are from the first presentation on the workshop. 
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